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ABSTRACT 

Phishing emails constitute a persistent and evolving cybersecurity threat, with growing evidence that 

psychological mechanisms critically shape user susceptibility. Yet, existing research remains fragmented, 

particularly in integrating emotional, cognitive, and contextual determinants with long-term intervention 

outcomes. This systematic review synthesizes empirical studies, theoretical models, and intervention 

evaluations published up to mid-2024 across cybersecurity, psychology, and behavioral science. The findings 

demonstrate that emotional responses fear, anxiety, and stress significantly increase vulnerability, while 

heuristic cognitive processing consistently predicts risk. Personality traits yield mixed associations, though 

anxiety-related cognitive styles emerge as more robust predictors than broad trait measures. Contextual factors, 

including message framing and targeted social engineering, further amplify susceptibility. Importantly, while 

training interventions enhance short-term detection, evidence for sustained behavioral change remains weak, 

exposing a critical research gap. By advancing an integrative perspective that combines emotional, cognitive, 

and contextual insights, this review contributes to theory development in human-centered cybersecurity and 

underscores the need for adaptive, psychologically informed interventions to mitigate the escalating risks of 

phishing at both individual and organizational levels. 

Keywords: Phishing Attacks, Psychological Vulnerability, Cognitive Biases in Cybersecurity, Human-

Centered Security, Behavioral Cybersecurity Interventions. 

INTRODUCTION 

Phishing remains one of the most prevalent and damaging forms of cybercrime 56, accounting for a substantial 

proportion of security breaches worldwide. Beyond its technical implications, phishing leverages 

psychological manipulation to deceive individuals 7 into disclosing sensitive information or performing 

harmful actions. Over the past decade, phishing attacks have evolved from rudimentary scams to highly 

sophisticated social engineering tactics 89 that exploit emotional triggers such as fear, curiosity, urgency, and 

trust. This evolution reflects a strategic shift by attackers to exploit human vulnerabilities, making the 

psychological dimensions of phishing a critical area of scholarly inquiry.  

While substantial research has focused on technical detection mechanisms and organizational defences, the 

psychological impact of phishing on recipients 10 remains comparatively underexplored. Phishing attacks do 

not merely deceive; they elicit emotional and cognitive responses that can impair judgment, erode trust, and 

contribute to long-term psychological distress. Victims often experience heightened anxiety, cognitive 
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overload, and diminished confidence 11 in digital communication. These effects are not limited to isolated 

incidents but can accumulate over time, affecting both individual well-being and organizational culture. 

Existing studies often address phishing susceptibility in terms of user awareness or cognitive biases but lack a 

comprehensive understanding of the emotional and behavioural consequences of phishing exposure 12. 

Moreover, there is limited consensus on how individual differences such as personality traits, prior 

experiences, or contextual factors modulate users’ psychological responses to phishing attempts. This 

knowledge gap hampers the development of effective, human-centred interventions and limits the applicability 

of cybersecurity strategies that do not fully consider the human element. 

This review adopts an interdisciplinary perspective, drawing from empirical research in cybersecurity, 

psychology, and behavioural science to synthesize current knowledge on the psychological impact of phishing 

emails. It examines emotional and cognitive responses, evaluates psychological models of susceptibility and 

resilience, explores the influence of personality and contextual variables, and assesses the effectiveness of 

existing intervention strategies. By integrating insights across these domains, the review aims to inform the 

design of adaptive, psychologically grounded cybersecurity interventions that enhance user resilience and 

reduce the adverse effects of phishing on individuals and organizations. 

LITERATURE REVIEW 

The psychological dimensions of phishing have garnered increasing attention in recent years, reflecting a shift 

in cybersecurity research toward more human-centered approaches. This literature review synthesizes key 

themes emerging from interdisciplinary studies, encompassing emotional and cognitive responses, personality 

traits, contextual factors, and the effectiveness of training interventions. 

Emotional and Cognitive Responses 

Affective states such as fear, anxiety, stress, and curiosity play a central role in phishing susceptibility. 

Multiple studies have demonstrated that emotionally charged phishing messages impair recipients’ ability to 

evaluate risks objectively, thereby increasing the likelihood of compliance with malicious requests. For 

instance, 13 applied the Affective Infusion Model (AIM) to show how emotional valence influences decision-

making under uncertainty, while 14 highlighted the use of fear appeals and anticipation to drive impulsive user 

behaviour. Heuristic processing characterized by fast, intuitive judgments is consistently linked with higher 

susceptibility, particularly when users are under cognitive load or time pressure 15. 

Personality Traits and Individual Differences 

The role of personality traits, particularly those within the Big Five framework, remains an area of both interest 

and debate. Traits such as neuroticism and extraversion have shown mixed correlations with phishing 

susceptibility. Some studies 171819 found that higher neuroticism is associated with greater vulnerability, 

while others report inconsistent results due to methodological differences, sample heterogeneity, and self-

report biases 16. Emerging evidence suggests that anxiety-related cognitive styles may serve as stronger 

predictors than stable personality traits, emphasizing the need to consider dynamic emotional and behavioural 

patterns. 

Contextual and Message Framing Effects 

Phishing attacks often rely on contextualized cues such as urgency, authority, and familiarity that exploit 

psychological heuristics. Tailored messages that mimic legitimate communication from trusted entities 

significantly increase success rates, particularly when aligned with users’ environmental context or current 

concerns 15. Studies also indicate that demographic variables, including age, gender, and technical 

proficiency, influence how recipients interpret and react to contextual cues 2020. 

Training and Awareness Interventions 

Educational  interventions  and  phishing  awareness  programs  have  been widely  deployed  to  enhance  user 

http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume IX Issue XI November 2025 

 

Page 7836 
www.rsisinternational.org 

 

 

resilience. Evidence suggests that active learning approaches, particularly those incorporating immediate 

feedback and emotional engagement, outperform traditional, passive awareness campaigns 2122. However, 

most interventions demonstrate short-term effectiveness, with limited evidence supporting sustained 

behavioural change. Adaptive, stage-based training that accounts for individual psychological profiles has been 

proposed as a more effective alternative. 

Stage-based training refers to a progressive and adaptive cybersecurity education approach in which learning is 

structured according to stages of user readiness and psychological development, allowing gradual, 

personalized reinforcement that supports long-term behavioral change. 

Broader Psychological Consequences 

Beyond immediate deception, phishing can have lasting psychological effects, including emotional exhaustion, 

diminished trust, and reduced work engagement 2526. Qualitative studies highlight the emotional toll of 

phishing victimization, drawing attention to the need for post-incident psychological support and 

organizational response protocols 27. 

Research Gaps 

Despite the growing body of literature, several gaps remain. There is a paucity of longitudinal studies 38 

examining the enduring psychological impact of phishing. Theoretical integration across cognitive, emotional, 

and behavioural domains is still limited, and few studies 3436 rigorously evaluate the long-term efficacy of 

interventions. Moreover, the integration of psychological insights into technical cybersecurity measures 

remains underdeveloped 53, pointing to the need for more holistic, interdisciplinary approaches. 

METHODOLOGY 

This study employs a qualitative systematic review approach to synthesize and interpret the psychological 

dimensions of phishing email exposure. Unlike meta-analytical reviews that aggregate statistical data, this 

method emphasizes the integration of theoretical insights, interpretive patterns, and thematic convergence 

across studies. It is particularly suitable for exploring complex psychosocial constructs such as emotion, 

cognition, trust, and behavioural vulnerability in the cybersecurity context.  

Review Objective and Research Question 

The central aim of this review is to understand how phishing emails affect the emotional, cognitive, and 

behavioural states of recipients. The over-arching research question guiding this inquiry is: 

R1: What are the psychological effects of phishing email exposure? 

R2: How do these effects manifest across emotional, cognitive, and contextual domains? 

To support this inquiry, the review examines how individual characteristics, contextual factors, and user 

education interventions interact with susceptibility and victimization outcomes. 

Literature Search and Data Sources 

A purposive and iterative search was conducted across five (5) major academic databases: IEEE Xplore, ACM 

Digital Library, Scopus, SpringerLink, and Google Scholar. The review considered peer-reviewed journal 

articles, conference papers, and systematic literature reviews published up to June 2024. 

Search terms were developed iteratively and combined using Boolean operators, including: 

 “phishing email” AND “emotional impact” 

 “phishing susceptibility” AND “cognitive bias” 
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 “social engineering” AND “psychological response” 

 “personality traits” AND “phishing victimization” 

 “anti-phishing training” AND “behavioural change” 

The strategy ensured broad thematic coverage while remaining focused on psychological constructs. To 

maintain methodological transparency and focus, the following criteria were applied in Table 1Error! 

Reference source not found.: 

Table 1. Inclusion / Exclusion Criteria 

Inclusion Criteria Exclusion Criteria 

 Studies examining psychological, emotional, 

cognitive, or behavioural aspects of phishing email 

exposure. 

 Research involving human participants (end-users, 

employees, or organizational representatives) 

 Studies offering qualitative findings, theoretical 

analysis, or interpretive discussions relevant to 

psychological impact. 

 English language, peer-reviewed publications 

 Studies focusing solely on technical or 

algorithmic phishing detection without 

psychological analysis. 

 Non-peer-reviewed materials (blog posts, white 

papers, unpublished dissertations) 

 Research unrelated to phishing email contexts 

(generic cybercrime or malware) 

Study Selection and Quality Appraisal 

The initial search yielded 289 papers. Title and abstract screening reduced the pool to 103, followed by full-

text review based on relevance and methodological rigor. A final set of 50 studies was selected for synthesis. 

Each paper was appraised using qualitative quality indicators adapted from the Critical Appraisal Skills 

Programme (CASP), evaluating: 

 Conceptual clarity 

 Theoretical grounding 

 Transparency of methods 

 Relevance to psychological dimensions of phishing 

Studies were retained regardless of discipline such as cybersecurity, psychology, organizational studies if they 

addressed human-centred responses to phishing. 

Data Extraction and Thematic Synthesis 

A framework synthesis approach was employed, combining deductive and inductive coding. Deductive themes 

were informed by established psychological models such as the Heuristic-Systematic Model and Affective 

Infusion Model, while inductive coding allowed emergent concepts to surface from the data. 

Six (6) dominant themes emerged through iterative coding: 

1. Emotional and cognitive responses to phishing 

2. Personality and individual susceptibility 

3. Contextual and framing effects 
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4. Effectiveness of user education and training 

5. Social engineering and psychological manipulation 

6. Broader psychosocial consequences  

Thematic convergence and divergence were recorded, and interpretive patterns were discussed with reference 

to both established theory and practical implications. 

Methodological Limitations 

As a qualitative framework synthesis, this study prioritizes conceptual depth and thematic richness over 

statistical generalizability 50 . Recognized limitations include potential language bias (English-only sources), 

publication bias (exclusion of gray literature), and interpretive subjectivity inherent in qualitative integration 

52. Although formal inter-coder reliability statistics were not computed, reliability was ensured through 

reflexive cross-checking, consensus validation, and iterative refinement of the codebook by multiple 

reviewers 49. This process upheld transparency and consistency across coding, while future iterations may 

incorporate quantitative reliability indices such as Cohen’s Kappa or Krippendorff’s Alpha 51 to further 

enhance methodological robustness and replicability.  

Figure 1. PRISMA Selection Process 

 

RESULT 

The final pool of 50 studies presents a rich interdisciplinary landscape spanning cybersecurity, psychology, 

behavioural science, and organizational research. Results are presented thematically across five (5) domains: 

1) Emotional and cognitive responses  

2) Personality traits and individual differences  
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3) Contextual and message framing influences  

4) Training and awareness interventions 

5) Broader psychological and social consequences of phishing exposure 

Figure 2. Thematic categorization of reviewed studies 

 

Emotional and Cognitive Responses 

Most studies 11023 underscore the pivotal role of emotional triggers such as fear, anxiety, and curiosity in 

shaping user responses to phishing attempts. Emotional states were shown to lower recipients’ cognitive 

defences, impair critical thinking, and increase susceptibility. The Affective Infusion Model (AIM) and 

Heuristic Systematic Model (HSM) emerged as the dominant frameworks explaining how affective conditions 

influence decision-making under deceptive conditions. 

Cognitive overload, especially in time-constrained or high-pressure environments, was repeatedly associated 

with an overreliance on heuristic processing 2128. Behavioural indicators such as eye-tracking and mouse 

movement studies revealed that attentional focus and gaze duration positively correlated with accurate 

phishing detection 3031. 

Personality Traits and Individual Differences 

Approximately one-third of the studies examined the role of personality traits in phishing susceptibility, 

particularly within the Big Five model. Findings were mixed: neuroticism and extraversion were positively 

associated with phishing risk in some studies 24, while others reported no significant correlations 9. Variability 

in sample composition and measurement tools was identified as a source of inconsistency. 

Beyond trait-level predictors, emotional styles such as generalized anxiety emerged as more consistent 

indicators of susceptibility 24. These findings support the notion that state-based psychological factors may be 

more predictive than stable personality profiles. 

Contextual and Message Framing Effects 

Twenty studies emphasized the importance of contextualization and message framing in influencing phishing 

outcomes. Emails that employed urgency, authority, familiarity, or scarcity were significantly more successful 

in eliciting user compliance 15. Personalization such as referencing user location, interests, or recent activity 

further increased engagement and clickthrough rates [3]. 
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Demographic moderators such as age, gender, and digital literacy were also influential. Younger users and 

females were more vulnerable in certain contexts, while prior experience and training mitigated these effects 

1415. 

Effectiveness of Training and Awareness Interventions 

Fifteen studies assessed the impact of educational interventions on phishing awareness and response accuracy. 

Active learning techniques, particularly those incorporating feedback and behavioural engagement, 

demonstrated short-term effectiveness in improving detection 2122. However, the long-term efficacy of these 

programs remains limited. 

Studies highlighted that one-size-fits-all training models often failed to account for individual cognitive and 

emotional variability. Tailored, stage-based training aligned with users’ emotional profiles, personality traits, 

and prior experiences showed stronger potential in fostering sustained behavioural change 424. 

Broader Psychological and Social Consequences 

While most studies focused on immediate susceptibility, a smaller subset explored the long-term psychological 

and social consequences of phishing victimization. Victims frequently reported trust erosion, emotional 

exhaustion, and increased anxiety in their digital interactions 262729. Work engagement and performance 

were negatively impacted in organizational settings, and some studies suggested the emergence of learned 

helplessness in chronically targeted individuals 25. 

These broader impacts emphasize the need for phishing research and interventions to go beyond technical 

defences and address the human cost of cyber deception. 

DISCUSSION 

The findings of this review underscore phishing as not merely a technical challenge but a psychologically 

complex phenomenon that exploits human affective, cognitive, and behavioural vulnerabilities. Drawing on 

interdisciplinary literature, the results reveal five interlinked domains that collectively shape individual 

susceptibility and psychological response to phishing emails: emotional reactivity, cognitive processing style, 

personality traits, contextual influences, and training efficacy. 

Emotional and Cognitive Mechanisms of Susceptibility 

Consistent with dual-process theories such as the Heuristic-Systematic Model (HSM), this review confirms 

that phishing emails often succeed by prompting heuristic processing under emotionally charged conditions. 

Emotional states such as fear, anxiety, and urgency reduce critical thinking and increase compliance with 

malicious requests 114. These findings validate prior work on affective decision-making, particularly the 

Affective Infusion Model (AIM), which explains how mood and emotion permeate cognitive evaluation. 

While much of the literature confirms the general vulnerability of emotionally aroused users, fewer studies 

examined the durability of these effects or their interactions with situational variables such as task pressure, 

information overload. This gap signals a need for more temporally sensitive models of phishing susceptibility 

that account for dynamic emotional-cognitive feedback loops during user-email interaction. 

The Conditional Role of Personality 

The influence of personality traits on phishing susceptibility was found to be inconsistent, with neuroticism 

and extraversion emerging as both risk and neutral factors depending on context and methodology 1617. This 

variability suggests that trait-level predictors alone may be insufficient, and that they must be examined in 

conjunction with state-level psychological factors such as stress, attentional capacity, or generalized anxiety. 

This  reinforces calls in recent  cybersecurity psychology  research for  trait-state interaction  models, where 

http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume IX Issue XI November 2025 

 

Page 7841 
www.rsisinternational.org 

 

 

personality traits may moderate the effects of transient emotional or contextual variables rather than act as 

direct predictors of phishing behaviour. 

Contextual and Social Engineering Tactics 

The effectiveness of phishing is amplified when messages are tailored to exploit context-specific cues, 

including urgency, social proof, authority, and familiarity 15. Such messages trigger intuitive reasoning, often 

bypassing users’ cognitive safeguards. Importantly, susceptibility was shown to vary based on demographic 

and environmental variables, highlighting the need for context-aware threat modelling and risk 

communication. 

Despite these insights, relatively few studies have examined how organizational culture, interpersonal trust, or 

institutional design may mediate these contextual effects. This represents a meaningful area for future inquiry, 

particularly for enterprises seeking to operationalize phishing defence mechanisms beyond user training. 

Limitations of Existing Interventions 

Although training programs were generally effective in enhancing short-term phishing detection, their long-

term impact remains questionable. Evidence suggests that without reinforcement, users tend to revert to 

baseline behavior over time 21. Moreover, many programs adopt generic formats that fail to account for 

individual psychological profiles, emotional vulnerabilities, or real-time environmental constraints. 

Tailored, adaptive interventions that incorporate feedback, gamification, and user-specific cognitive-emotional 

traits were found to be more promising but remain underutilized in mainstream organizational practice. This 

highlights a critical gap between empirical research and implementation, suggesting that cybersecurity training 

must evolve toward personalized behavioral conditioning rather than static awareness modules. 

Broader Psychological Consequences 

Beyond the immediate threat of deception, phishing has profound psychological effects, including emotional 

exhaustion, diminished trust in digital platforms, and reduced workplace engagement. These downstream 

impacts though less frequently studied underscore phishing as a chronic psychological stressor, not just an 

episodic security risk 2529. 

Importantly, few interventions explicitly address post-victimization recovery or incorporate organizational 

psychological support mechanisms. A more holistic approach to phishing defence must therefore include not 

only preventive strategies but also restorative frameworks that rebuild trust, confidence, and digital resilience 

among affected users. 

Table 2. Summary of Key Psychological Themes in Phishing Susceptibility: Insights and Research Gaps. 

Theme Key Insights Gaps/Needs 

Emotional and Cognitive 

Mechanisms 

103233 3435 

Phishing exploits fear, anxiety, and 

urgency triggering heuristic processing, 

reducing critical evaluation. 

More studies on emotional-cognitive 

feedback loops and the duration of 

emotional impact. 

Role of Personality Traits 

1929 3637 

Neuroticism and extraversion show 

mixed associations; emotional states 

are stronger predictors of susceptibility. 

Integration of trait-state interaction 

models to explain variability in 

susceptibility. 
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CONCLUSION 

This review synthesized interdisciplinary research on the psychological effects of phishing email exposure, 

emphasizing the emotional, cognitive, and contextual factors that shape user susceptibility. Phishing attacks 

are increasingly effective not because of technical sophistication alone, but because they strategically exploit 

human psychological vulnerabilities particularly fear, anxiety, cognitive overload, and heuristic reasoning. 

While individual personality traits such as neuroticism and extraversion have been studied extensively, 

findings remain inconclusive. Instead, situational and emotional states appear to exert stronger influence on 

users’ decisions during phishing encounters. 

Contextual factors including message framing, authority cues, and social engineering tactics significantly 

amplify risk, especially when tailored to individual characteristics. Although training interventions have 

demonstrated short-term effectiveness, their long-term sustainability is limited. Generic awareness programs 

often fail to account for the diversity of user traits, emotional states, and evolving phishing techniques. A more 

effective defence strategy requires adaptive, psychologically grounded approaches that integrate real-time risk 

detection with personalized user support. 

Importantly, the review highlights that the impact of phishing extends beyond immediate deception, 

encompassing broader psychological consequences such as emotional exhaustion, trust erosion, and reduced 

engagement with digital systems. These effects demand a shift from purely technical defences to holistic, 

human-centred cybersecurity strategies. 

Future work should prioritize longitudinal and mixed-methods research to explore the temporal dynamics of 

phishing susceptibility, develop integrative theoretical models, and validate adaptive intervention frameworks. 

Advancing digital resilience will require close collaboration across psychology, cybersecurity, and 

organizational behaviour to protect not only systems, but also the people who use them.  
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